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Abstract- In the today’s world the use of mobile increassrtendously. And hence the companies start to

use of SMS for their advertisement. At the begigrime companies are send their promotional messages
through SMS gateways. But due to increasing nurolbgromotional messages the companies start the

service DND, the DND service restrict only the SM&nd through SMS gateways and hence the

companies start to send their promotional advertsg messages through spammer’s mobile phones. The
approach presented in this paper detects theseagesssent through spammers mobile and restrict it.

Index Terms— SMS, spam filtering, SMS spam, mobile spam.

1. INTRODUCTION
Due to dailv i : bil sh &etween the sender and receiver and the conteheof
ue 10 daily Incréase in mobre users, shor essages, if there is no mutual relation is found

message service (SMS) is very widely use ®fetween sender and the receiver and the message

messaging serv_ice. Firstly iF was designed for @"Ob contains the spam contents then the system tag the
_System for I_\/IobHe Communlcf’:\t_lo_n (GSM).' but now Itmessage with spam and send it to spam box and if
is also available on Code Division Multiple Access,

) ) found mutual relation and no spamming content then
(CDMA)[8]. Hence, the popularity of SMS increases : : :
day by day. The advertiser thought it is the beay w directly sends to inbox of the receivers mobile.
to their product the one reason behind this ist fil
promotional messages such as store openiry LITERATURE REVIEW AND RELATED
announcement, shopping discounts credit card df ban WORK
etc. are sent over the email but as their spantiiete
facility is available all the promotional messagee
going to the spam folder. And hence the compani

Huang Wen-Liang, Liu Yong, Zhong Zhi-
e(giang, and Shen Zhong-Ming proposed a complex-

and advertiser start sending their messages oeer tHetwork based SMS filtering algorithm which

mobile phones as the SMS, at the beginning affompares  an SMS  network with a phone call

. 2 .communication network. Because such comparison

messages are sent through the SMS gateways as thi : o

: n provide additional features, SMS networks and
easy way to broadcast message to multiple users [ o . ;

. btaining well-aligned phone-calling networks that

On arrival of every message the user have to chec . A ! : :
. can be aligned perfectly is difficult in practida.this
inbox and hence because of these messages not oni

the mobile user is distracted but also it causegiiok (rj)g/![aeecrt'ionau:llocrxritmﬁset}r?; oar:: ecfgﬁlseiggrsS'\tAhSe g’ﬁ‘;ﬂ
fill of users inbox and user have to waste his ahle 9 y

time to read and delete these unsolicited messa %2'252;?;?&” ofnt(ragvosrll\(/l.s /ral\:ttvr\]/g:i af'nrjt th:rr:a(I:);\Zeeck
hence, the communication service provider provide '

the service DND (do not disturb) which restricte th . e properties of different sets of meta-features

unsolicited spam messages sent through the S gcludmg static feature, _network features a.nd terap
gateways [4]. €atures. Authors combine these features into adl SV

When DND service restrict the messagetszlassﬁlcanon algorithm and evalugte its pgrforman
n a real SMS dataset and a video social network

over mobile phones. The advertiser comes Wltﬁﬁnchmark dataset. They also compare the SVM

solution that send t_he promotional messages throu%lgorithm and KNN based algorithm to reveal the
the spammers mobile phone as there is not at gll an

restriction for messages sent through spamme?dvantages of the former. Our experimental results
mobile and it is easy and thanks to communicatioggtmo;gzgif tR?JtCS\?Xr::Sii doenr nteht(\a/volr?kof(e_:atlérfrsvé:)an
service prowder companies unlimited SMS plans it 'improvement as compared to some other commonly
0?(? ﬁ\gﬁgggl lj?]rsolsigi?gc]imrr? ;s;o esu se it for Sendlngbsed features [1].In [2]authors consider a local
P ges. Iconcentration based extraction approach. Two

In this paper we provide the approach fo lementation strategies are designed for detgctin

detecting and restricting the spam messages S‘% e SMS spam as fixed length sliding window and
through spammers mobile. The proposed system

detect the spam messages by checking mutual rmaIatialar"’]‘bIe length sliding window.
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A novel framework for SMS spam filtering is An efficient Read Aligner for next generation
proposed to be able to block unsolicited SMSequencing reads structures to detect and compare t
messages by Uysal, S. Gunal, S. Ergin, E. Gunal. tasults of web spam bot sand Viruses. This paper
the filtering framework, distinctive features proposed a method of using a bio informatics patter
representing SMS messages are identified using CHi2atching algorithm to evaluate signature-based
and IG based features election methods. The sdlectdrus/spam detection in Windows[10].
features upsets with varying sizes are then faatimo In a mobile network, viruses and malwares
different Bayesian based classification algorithms;an cause privacy data leakage, extra charges, and
namely the binary and probabilistic models, tosifgs remote listening. Author presented a two-layer
SMS messages as either legitimate or spametwork model for simulating and analyzing the
Additionally, the proposed SMS spam filteringpropagation dynamics of SMS-based and BT-based
scheme is employed to develop a real-time mobilruses. This model characterizes two types of huma
application running on the mobile phones withbehavior and mobile behavior, in order to obsemnd a
Android operating system [3]. In [4] author exansine uncover the propagation mechanisms of mobile
the effectiveness of various content-less feattinas viruses [11].
range from network and to time-oriented categories. To address the limitations of the state of
He find that some intuitively appealing features er research on SMS spam detection, Amir Karani and
fact not very effective, whereas a combination ofina Zou propose a content-based method that
temporal and network features can be very useful iaverages lexical semantics. Instead of relying on
training high performance classifiers for spammeindividual words, proposed method uses semantic
detection. categories of words as features, which allows us to

Zi Chu, S. Gianvecchio, Haining Wang, andchandle variations in word choices by spammers. To
Sushil Jajodia focus on the classification of humaraddress the limitations of the state of researcBMS
bot, and cyborg accounts on Twitter. Author firstspam detection, they propose a content based method
conduct a set of large-scale measurements with tlaat leverages lexical semantics. Instead of rglyin
collection of over 500,000 accounts. They obselnee t individual words, their proposed method uses
difference among human, bot, and cyborg in terms semantic categories of words as features, whictwall
tweeting behavior, tweet content, and accounis to handle variations in word choices by spammers
properties. Based on the measurement results, rauttie addition, using categories of words as featales
proposes a classification system that includes theelps to reduce the feature space, which in turn
following four parts: an entropy-based component, emproves the efficiency of spam detection that has
spam detection component, an account propertisggnificant implications for SMS users. An empitica
component, and a decision maker. It uses thevaluation of the proposed methods has shown
combination of features extracted from an unknowpromising results[12].
user to determine the likelihood of being a cybdgf,

or human [5]. Stylistic feature that characterites | Sr. Authors Year | Used/proposed

manner in which SMS is written is introduced hyNo. Technique

authors [6]. First authors determines the stylepEm | 01 Huang Wen{ 2008 | Complex-network

messages written in Korea and they found that the Liang, Liu based SMS filtering

most of the spam messages over Korea are sent in Yong, algorithm

either English or Korean language in the same patte Zhong Zhi-

and hence they provide the approach of stylistic Qiang, and

pattern matching for detection of the spam messages Shen Zhong-

They only focus on the two languages English and Ming

Korean [6]. K. Uysal, S. Gunal, S. Ergin, and EreSq 02 Y. Zhu, Y.| 2011 | Fixed length sliding

Gunal, proposed a system for Extraction and selecti Tan window and variable

on SMS spam filtering on the mobile. The authpr length sliding

suggested the technique of data extraction of detas window

like web link, alphabets, numbers, length of the3 Uysal, S. 2012 | CHI2 and IG based

message etc [7]. Gunal, S. features electior]
Artificial Immune System (IAS) of Soft Ergin, E. methods

Computing which Motivated by the Biological Gunal

Immune System (BIS). Particularly it is based owh¢ gg Qian Xu, 2012 | Non-content features

human immune system resist against disease [and Evan Wei (temporal and graph-

infections in the same way the mobile spam could|be Xiang and topology

handled [8].Brief description about the SMS Qiang Yang information)

spamming methods like content matching, pattern

matching and current practices for detecting spad a

the data are provided in[9]. 05 Zi Chu, S.| 2012| Measurementand
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Gianvecchio, data collection to basis of calls and SMS log finding the direct afiiact
Haining determine user is relation between sender and receiver need lot
Wang, and human bot or cyborg| processing which results in to non-singular reocoiay
Sushil over twitter. need data analysis. Hence the proposed system is
Jajodia, mainly designed and developed to find out the tlioec
indirect relation between sender and receiver konal
the textual communication. Main objective of the
06 Sarah Jane | 2012 | Study of differentsystem is to develop SMS and call log analysis and
Delany, spam detection content checking service to define sender is spam o
Mark techniques. not.
Buckley,
Derek 4. PROPOSED WORK AND OBJECTIVES
Greene : : . . .
07 K. Uysal, S. | 2012 | Data extraction df. Propos_ed system working flow is described in dgtail
in following steps,
Gunal, S. datasets
Ergin, and E. .
Sora Gunal, Mutual rglatlon L Message C.ontent
08 Tarek M. 2012 | Artificial Immune ’7 checking Checking —l
Mohhamad, System (IAS) . '
Ahemed M. Sender's Call Log Receiver's Call Log
Mahofouz
09 D.-N.Sohn, | 2012 | Stylistic feature A !
J.-T. Lee, Sender's SMS Log Receiver's SMS Log
K.-S.Han
,and H.- A !
C.Rim Query Intializer Result Analyzer
10 M. Elloumi, | 2013 | Bio informatics
P. Hayati, C pattern matching
lliopoulos, algorithm
J.Mirza ,S.
Pissis, A.
Shah
11 Chao Gao | 2013 | Two-layer network
and Jiming model for simulating
Liu and analyzing the
propagation Sender Mobile Service provider Receiver
dynamics of SMS-
based spam and ) .
Viruses. Figure 1: System Architecture
12 Amir Karani | 2014 | Content-based
and Lina method that Phase 1: . .
Zou leverages lexical P€signing and textual ‘communication program which
semantics allows the users to register and start messagingcse

Table 1: Literature Review

3. ANALYSISOF PROBLEM

In today’s world most of the people uses tlé messages from sender to receiver.

mobile phone and everyone is tired of receiving,

reading and deleting the spam messages. As oneysuPhase 3:

in Asia daily near about 30% of messages are sgaatabase designing to stores the predefined spam

over mobile phone in 2012[2]. Hence it is maj@ontent & all SMS log in proper indexed format &vh

concern about user time wastage and annoying tb faat and reliable access to the records at any tfme

and delete them.
As the mobile call and SMS log searching and

analysis is most important contents to manage fh so

format it needs lot storage and indexing setup.ti@n

It will be a prototype model of user mobile phones.
Phase 2:
Develop a server which could be a mobile service

provider application server which allows the coradc
users to communicate. It will manage the propersfier

instance.

10
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Phase 4:

Database analysis service which could be usedntb fi
out the direct or mutual relation between sendet an
receiver in order to conclude non spam entity ametk

for the content of message to allow the message

forwarding to receiver with normal or spam tag
In the proposed system as shown in figure
above sender will first unicast, multicast a text
message which will land at mobile service provider

(2]

(3]

server. Once the message is received by the server [4]

then server will send the sender and the receivers

address to relationships analysis module which will
give the concluded result in positive or the nagati
format. Here the relation analysis module will ldak

to and previous SMS log between the sender and

receiver and also look for the direct or mutuahtien

between sender and receiver. System will also check

for the message replication or the individual mgesa
to different message and check for the contenhef t
message. After the successful result from result
analyzer system will apply and normal or spam as a

tag to message and forward it to receiver or system

can discard the message on the basis of configurati

5. CONCLUSION

Mobile phone spamis a form of spam directed at

the text messaging or other communications services

of mobile phones. By using SMS spam detection gyste
the system will first look up in SMS and call logtd
base and check a direct or the mutual relation éetw
sender and receiver if system found no relation i&nd
the message content are found spamming then it will

[5]

[6]

[7]

(8]

treat message as a spam message and forward message

with spam tag or directly rejett.

By using this system the problems occur due to
spam messages like balance deduction, wastage 8f SM
memory etcis get solved.
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